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Administer the waiver/deviation program

3.1.2.7 Badging and Identi-fication. The contractor shall provide badging/identification
services including:

Receiving visit request data and processing, fabricating, and issuing all types of
badges and permits;

Logging, reporting, and filing all transactions and invalidating all lost or unaccounted
for badges and permits;

Providing level of clearance verification during non-duty hours in response to
telephonic requests;

Reviewing, validating, and processing requests for temporary passes, picture
badges, area permits, and temporary area authorizations transmitted by electronic
means from other KSC/CCAFS contractor security offices;

Obtaining, maintaining, and issuing reserve gate badges, pouches, and equipment
consistent with local strike plans;

Process, fabricate, and issue temporary passes, picture badges, area permits, and
temporary area authorizations for all foreign national visitors as approved by the
International Visits Coordinator (IVC) or designee;

Administer unescorted access requirements for NASA personnel entering CCAFS
restricted areas;

Process electronic fingerprints and associated data inputs for KSC visitor access
determination;

Providing fingerprint services to the appropriate CCAFS/KSC personnel; and
Providing Air Force/NASA Badging Program support

The Contractor will process random National Crime Information Center (NCIC)
criminal background history reviews, during non-peak periods, to support
Government force protection installation entry process. To meet federal requirements
the 45 Security Forces Squadron is the criminal justice agency that will provide
oversight for the NCIC terminal. The Government (45 Space Wing) will be
responsible to provide all equipment, software, connectivity and maintenance of
same at no cost to the Contractor. The Government (45 Space Wing) will also
provide any operational training at no increased cost to Contractor. It is the
understanding of all affected parties that routine pass & identification processing time
may be increased during training periods. Technical Exhibit 3.1.2.7-01, Security
Addendum, is being added as no-cost to the Contractor based on the agreements
detailed in this paragraph. (Mod 406) (Mod 455)

3.1.2.8 Personnel Security. The contractor shall provide appropriate personnel security
support for KSC and perform the following:

Process (as applicable) routine investigative requests for KSC Personnel Reliability
Program (PRP) and KSC Information Technology, and Personnel Security Programs;

Conduct pre-employment screening for Interim PRP;
Accept from and certify to other NASA Centers PRP Certifications;
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o Conduct interviews, perform record checks, review and summarize investigations,
out processing of civil servants and maintain a database of current and pending
actions for the Federal Employees Security Program; and

» Provide administrative, investigative, database management systems and customer
interface support to the NASA International Visitors Program at KSC

o Utilize NASA Sensitive but Unclassified Controlled Information as defined in
Technical Exhibit 3.1.2.8-01 (Mod 451)

e Provide PIV badging administrative enrollment support by researching
prescribed Government data, made available by the Government, for specific
enroliment information (i.e., SSN, DOB & State of birth, type and status of
investigation, FBI fingerprints and Defense Center Index of Investigation date
codes, etc) for sponsored individuals provided by NASA/TA-G Protective
Services (PS) office. Once obtained the desired information shall be provided
NASA/TA-G PS point of contact (POC) within five duty days from date
contactor receives NASA/TA-G POC notification request for sponsored
individual. (Mod 505)

3.1.2.9 Security Education and Training. The contractor shall develop and implement
a Security Education and Training Program Plan for all personnel at KSC/CCAFS and
the Florida Annexes in accordance with NPR 1620.1A, AFl 31-207, and Lead Center
Agreement.

The contractor shall provide NASA Federal Law Enforcement Training at KSC and other
NASA centers and maintain records in support of the Lead Center Agreement for
Agency policy and standards development and training in the area of security and law
enforcement including the NASA Federal Arrest Authority program, the NASA Security
Officer Fundamentals Course (SOFC), vefficiation of the Commissionon the
Accreditation for Law Enforcement Agencies (CALEA), and the Department of State
Foreign Service Institute SAFE (Servine Abroad for Families and Employees) training for
NASA employees deployed overseas. Security Force Trainers shall be trained and
certified by Federal Law Enforcement Training Center (FLETC), or as
coordinated/partnered with cognizant government activity (NASA-KSC/TA-G - 45
SFS/SFR). Instructors shall be required to travel to other NASA Centers or facilities or to
other locations to conduct training as partnered with the KSC Protective Services office
in accordance with compliance document SI-PSO-IMI-FAAP-1, 07197. (Mod 273) (Mod
442)

The contractor shall provide safe operation and oversight of the KSC NFLET Range and
shall ensure properly trained and certified Range-master/firearms instructors are
available to conduct scheduled on-duty weapons qualifications. The NFLET Firearms
Range personnel shall develop, host, and conduct specialized firearms training for
NASA, the contract security/Emergency Response Team, and coordinate conduct
mutual aid for local, State, and federal law enforcement agencies. This training shall
include less-lethal weapons, judgmental shooting drills, night firing, shoot-house,
Simunitions scenarios “active-shooter” responses, and sub-machine gun operator. Non-
NASA/contractor agencies shall be allowed to utilize the range on a non-interference
basis through coordination with the contractor security Training Division personnel.

Furthermore, the contractor shall develop and maintain a Training Records Automation
Center (TRAC) that allows tracking of the following:



